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State-sponsored censorship of the Internet is a serious form of organized and systematic violence against citizens, is intended to
generate confusion and xenophobia, and is a reprehensible violation of trust.
The Hacktivismo Declaration
HACKTIVISMO & cDc Communications, 2001*

This report overviews the restrictions on Internet freedom in Russia and was compiled on the basis
of regular monitoring of the situation conducted in 2016. The report consists of two main parts. In
the first part, the authors assess the state of Internet freedom. The second part describes the results of
the monitoring, citing the most telling examples.

Overview
According to Public Opinion Foundation (POF) data, 66 million people used the Internet daily in
Russia by August 2016 (57%), 4 million more than a year earlier1. The GfK Agency gives a
substantially larger estimate of the RuNet audience: 84 million (70.4%), but it stagnated last year,
remaining unchanged from its 2015 level2. When comparing the two sources, it should be borne in
mind that POF counts the residents of Russia who are older than 18, whereas the GfK estimate covers
users aged 16 and over.
In the spring of 2016, according to Yandex, the average cost of unlimited Internet access at a speed
of at least 3 Mbit/s was RUB 4043. At that, a comparative study conducted by the analysts of the Be
Mobile Project found that Russia has the cheapest Internet access among the 100 countries with the
largest GDP volume in the world, just slightly more expensive than in Ukraine4.
The .ru domain zone grew substantially, with almost 400,000 new domain names added during the
year, reaching a total of 5,424,919 by 31 December 20165.
* Hacktivismo: an offshoot of the Cult of the Dead Cow (cDc) computer hacker group which was founded in Texas in 1984. Hacktivismo campaigns
against Internet censorship and for applying the Universal Declaration of Human Rights and the International Covenant on Civil and Political Rights to
cyberspace. In 2001 the group published the Hacktivismo Declaration, the first document listing Internet rights and freedoms.
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The growing audience, expanding RuNet and simplified access to the Net were accompanied in 2016
by tightening of censorship and curtailment of freedom. In its latest annual report Freedom on the
Net, the non-governmental organisation Freedom House found a deterioration of the Internet freedom
status in Russia for a fourth time running, ranking our country 52nd among 65 countries. A score of
65 means that Russia is stranded in the Not Free category. Users in Belarus, Sudan and Libya feel
freer than those in Russia6.

Russia placed 52nd among 65 countries in 2016 in the
Internet freedom ranking
Freedom House

In the 2016 World Press Freedom Index of Reporters Without Borders (RSF), the status of Russia
improved: it climbed from rank 152 to rank 1487. This, however, was obviously not due to an
improvement of the situation in the country (on the contrary, its global score dropped by 4.06) but to
the fact that the press freedom situation in certain countries was even worse in 2016.
Two Russians were listed again among the predators of press freedom last year: Ramzan Kadyrov8
and Vladimir Putin9. RSF notes that there is less freedom of expression in Russia now than at any
time since the fall of the Soviet Union.
Judging from statistics, Internet censorship remains the Russian authorities’ main instrument of
control of the Net, but in addition to that, ever more active use is made of pressure on particular online
activists, users or journalists, including electronic pressure.
In April, an attempt was made to hack the Telegram accounts of civic activist Oleg Kozlovsky and
Georgy Alburov of the Anti-Corruption Foundation through interception of the messaging
application’s SMS login feature. Earlier, in February, hackers, acting in a similar way, tried to access
the Telegram accounts of several activists of The Other Russia. In all cases, the victims of the breach
were customers of the MTS mobile phone company. Kozlovsky and Alburov directly accused the
company of assisting the hackers and colluding with the special services10.
Thus, in October several dozen civic activists and journalists were warned by Google that certain
government-backed hackers were trying to gain access to their accounts. Several independent
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organizations analyzed the situation and immediately concluded that the spear phishing attacks
against the Russian citizens involved Fancy Bear, the same hacker group that was behind the attack
on the servers of US political and governmental institutions, and that there were indirect indications11
that those hackers were working for the Russian Government. The hacking attack targets included
Transparency International Vice President Elena Panfilova, journalists Roman Dobrokhotov, Andrei
Babitsky. Ilya Klishin, Darya Kostromina, Roman Popkov, civic activists Nikolay Kavkazsky, Sergey
Boyko, Ruslan Leviev, and political scientist Aleksandr Kynev.
A crack-down on the Shaltai-Boltai hacking group was reported in early 2017. Some of its members
were arrested back in the autumn of 2016.
Shaltai gained notoriety after publishing the content of the mailboxes and the instant messaging
correspondence of a number of Russian politicians and officials. There are indications that the
members of the group included Federal Security Service (FSB) officers and experts of the Kaspersky
Lab, the world’s leading developer of anti-virus software. The hackers have been charged, among
other things, with treason in favour of the US and Ukraine12.
The process of forcing foreign founders out of the Russian media successfully advanced last year:
according to data of the Federal Service for Supervision of Communications, Information
Technology, and Mass Media (Roskomnadzor), 821 mass media were compelled to exclude the nonresidents from among their incorporators13.
The media were not the only ones affected by the nationalization. At a more global level, the Russian
authorities are seriously exploring an option to isolate the Russian Internet segment, to block
international traffic and to bottleneck connectivity with the World Wide Web in an attempt to create
a national information and communication network. In June, the Ministry of Telecom and Mass
Communications published amendments to the Information Society State Programme, drafted by
order of the Council on Security, according to which domestic networks must handle 99% of the
Internet traffic by 202014.
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Results of the monitoring
During 2016 we registered a total of 116,103 separate instances of restrictions imposed on Internet
freedom in Russia. Just as in the previous years, the overwhelming majority of cases (111,498)
involved content filtering and blocking in one form or another, as well prohibiting various information
items. The results of the activities for the year, published by Roskomnadzor,15 made it possible to
complete the table with data on the total number of sites blocked by direct decision of public
authorities, as well as to take into account the instances of removal of information by Internet resource
administrators after they are registered as prohibited. This circumstance explains such a considerable
increase in the number of instances at large and the quantity of cases involving restriction of access
to information in particular.

116,103 instances of restriction of Internet freedom were
registered in 2016
Moreover, we witnessed a substantial mounting of pressure in all areas during the past year.
Users in 30 subjects of the Russian Federation, as well as in Crimea, came under severe pressure in
2016. These included the country’s most densely populated regions with an aggregate number of
residents exceeding 82 million.
The situation deteriorated substantially in the republics of North Ossetia, Khakassia, Mari El and
Chuvashia, in the regions of Bryansk, Vladimir, Volgograd, Kostroma, Kurgan, Leningrad,
Murmansk, Nizhny Novgorod, Novosibirsk, Orenburg, Sverdlovsk, Tver and Tyumen, and in the
Perm Territory. In those administrative divisions, either the total number of specific restrictions
increased or cases of violence or sentences to actual prison terms for online activity were recorded.

82 million residents of Russia live in areas where Internet users
face severe pressure
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Types of restrictions
Killings
Use of violence (threats)
Proposals to regulate the
Internet
Criminal prosecution / actual
imprisonment
Administrative pressure
Restriction of access*
Information prohibited by
court order
Cyber attacks
Civil claims
Miscellaneous

2011
1
10
5

2012
3
49

2013
1
23
75

2014
1
26
87

2015
28
48

2016
50
97

38

103

226

132

202/18

298/32

173
231
-

208
609
124

514
236
624

1,448
947
72

5,073
1,721
7,300

53,004
35,019
24,000

31
11
500

47
26
28
1,197

63
37
34
1,832

10
60
168
2,951

30
49
570
15,021

122
170
3,343
116,103

At the same time, the number of green zone provinces increased insignificantly, to 20 from 19 in
2015 (compared to 32 in 2014). Thus, as few as some 13.6 million people live in relatively free
Internet conditions. We are witnessing a relative improvement of the situation in Bashkortostan,
Buryatia, Altai, Kalmykia, Mordovia and Udmurtia, in the Krasnoyarsk and Khabarovsk territories,
in the regions of Belgorod, Kaliningrad, Kirov, Pskov, Ryazan, Tomsk and Tula, as well as in the
Nenets Autonomous District.
*This indicator is calculated on the basis of official statistics released by the public authorities. At the same time, according
to RuBlacklist, 2,992,008 information resources were blocked during the period of implementation of these standards
(http://visual.rublacklist.net/, accessed on 24 January 2017)

Map of Internet Freedom Restrictions in 2016
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Methodology
The results of the monitoring on which this report is based include all examples of restriction of the
freedom to receive and impart information on the Internet which have come to the knowledge of the
authors from open sources (published reports on the activity of public authorities, media coverage,
blog posts). The annexed summary table provides reference to the date, source, region and type of
restriction in each case about which information is available.
The underlying premise of the authors of the report is that free and uncensored access to the Internet
is a fundamental human right and that the State is under an obligation to guarantee everyone the
freedom to receive and impart any information and ideas via the Net. The authors acknowledge that
the freedom of information is not absolute and that, under the Russian Constitution and the European
Convention on Human Rights, it may be restricted, provided that the restriction satisfies the ‘triple
test’ of being provided for by law, pursuing a legitimate aim, and being necessary in a democratic
society.
The authors emphasize that the monitoring does not assess the legality of the restrictions on record
and, therefore, the monitoring results include the shutdown of the social media pages of the outlawed
Islamic State and censorship in the socio-political mass media and criminal prosecution of users for
reposting content, prosecutors’ presentations about the ineffectiveness of content filtering at schools,
and any other actions taken by public authorities, non-governmental organizations and corporations
that, in one way or another, impede the receiving or imparting of information online.
We consider the threats and acts of violence against users, bloggers, journalists and owners of the
web resources as an absolute and unjustifiable violation of Internet freedom, the responsibility for
which ultimately rests with the State.
Since the authors find the classification developed and used in previous years to be highly
informative, they have decided to keep it in the present report. The summary table singles out acts of
threats and violence (information about killings is provided separately) associated with online
activity, criminal prosecution, various types of administrative pressure (bringing to administrative
responsibility, cautions by prosecutors, demands to remove or edit information originating from
government authorities, etc.), prohibiting information by court order and restricting access, as well as
cyber-attacks. Instances that do not fall under any of these categories are covered in the Miscellaneous
section of the report. It should be noted that the Criminal Prosecution section includes, in addition to
cases in which charges have already been brought or sentences passed, also all instances in which the
possibility of bringing the persons concerned to criminal responsibility can be reasonably presumed:
searches, detentions, interrogations and other such procedural steps.
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At that, it is obvious that bringing to criminal responsibility in the form of imprisonment or imposition
of a substantial fine is a far more serious consequence than disbandment by the administration of a
social network group consisting of just a few users. Nonetheless, as it is impossible to assign a fixed
‘weight’ to each particular instance of restriction, we gave up the application of weight factors and
conducted our monitoring on the basis of the ‘one event – one rating point’ principle.
Moreover, it should be borne in mind that multiple restrictive measures may be applied to one and
the same person or site. For example, a user may be brought to criminal responsibility for a post in a
blog, the dissemination of the text published by him may be prohibited, and the site may be included
in the Roskomnadzor register. In such cases, we record three separate instances of restriction of
Internet freedom, since each of these acts has separate consequences, often affecting different
subjects.
Considering the global nature of the World Wide Web, it is difficult to identify the particular subject
of the Russian Federation which is responsible for a particular restriction. Where it is possible to
positively pin down one instance or another to a particular province: the location of the editorial
offices of a local media outlet, the habitual residence of a website owner or user against whom
criminal charges have been brought, we make a reference to the subject of the Russian Federation
concerned in the database of the monitoring results. For this reason, the sum total of the instances of
restrictions of Internet freedom stated on the Map is less than the total in the summary table.
At the same time, we try to take into account the place where the decision affecting Internet freedom
was taken. Pronouncing a site as disseminating prohibited extremist content by a judgment delivered
by a court in the Vladimir Region would make the blocking of such a site mandatory for all Russian
ISPs. The authors, however, attach importance to the fact that the judgment on prohibition was
delivered precisely in the Vladimir Region. On the other hand, legislation affecting the whole country
or requiring the blocking of a particular resource, initiated by the federal government authorities, is
included in the summary table without reference to a specific province.
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The monitoring also covers information about restrictions of Internet freedom in Crimea, including
Sevastopol, as the territory of the peninsula is de facto controlled by the Russian authorities which
are responsible for the respect for human rights and freedoms within that territory.
Compared to the previous year, the method of consigning instances to one category or another has
been modified. Thus, in 2015 for the first time we took into consideration the restriction of access to
websites under the so-called Law on Blacklists of Websites (Article 15.1 – 15.6 of Federal Law No.
149-FZ of 27 July 2006 ‘On Information, Information Technologies and Protection of Information’).
This is due to the fact that the Prosecutor’s Office and Roskomnadzor began publishing more detailed
and comprehensive reports on their activities, including statistics on the number of websites included
in the relevant registers and instances of deletion of information demanded by the authorities.

Acts of Violence and Threats
In 2016, the level of violence against online activists and journalists increased significantly in
comparison to 2014-2015. At least 49 bloggers and online journalists were attacked or threatened
(the editor of the online magazine Novy Fokus Mikhail
Afanasyev received serious threats on two occasions). Thus,
the number of instances of violence or threats on record for
the period since 2008 added up to 143, and the number of
provinces where violence is practised reached 23.

Violence and threats against bloggers and journalists

High-profile attacks in previous years remain uninvestigated. Practically no information whatsoever
is available to date about the case of the shooting death of the editor-in-chief of the Dagestani daily
Chernovik Gadzhimurad Kamalov in 2011. The murdered journalist’s relatives and co-workers
assume that the investigation had been impeded by the inaction of the Dagestani investigators who
left the case practically without progress for half a year. When the leadership of the Investigative
Committee for the North Caucasus District took over the investigation, it was already too late16.
The investigation into the 2013 murder of the correspondent of the Caucasian Knot Akhmednabi
Akhmednabiyev was suspended for the seventh time in November 2015.
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This decision was pronounced lawful by the Supreme Court of Dagestan, even though the
investigators never specified the investigative steps that had been taken17.
The criminal case about the death of journalist Timur Kuashev in 2014, who was found dead in the
suburb of Nalchik, was also abandoned in the summer of 2016, after experts did not find traces of
toxic substances in his body. In the opinion of the journalist’s colleagues and relations, the
investigation ignored the mark of an injection detected on the body, as well as the numerous threats
that Kuashev received shortly before his violent death18.
An attempt to murder journalist Oleg Kashin was committed six years ago, in November 2010.
President Medvedev, Prosecutor General Chaika and Internal Affairs Minister Nurgaliyev personally
supervised the investigation of this, one of the highest profile crimes against journalists, but during
the first four years the investigation was rather sluggish. The investigation marked progress in 2015,
when Danila Veselov, a security guard of the Mekhanichesky Zavod (a part of the Leninets Holding),
testified that the assault had been commissioned by Pskov Governor Andrei Turchak19. After the new
circumstances came to light, Turchak was not questioned, even in a witness capacity, and continues
to head the Pskov Region.
Ostensible impunity, along with the de facto connivance of the federal authorities, is one of the factors
explaining the outburst of violence against bloggers and journalists in the regions. For example, even
in January 2017 the Speaker of the Chechen Parliament threatened in an Instagram post ‘to pull out
[Caucasian Knot chief editor Grigory Shvedov’s] wisdom teeth and cut his tongue to standard size’20.
The law-enforcement authorities have not reacted to this at all for a month now… Observers see a
link between the threats against Shvedov and the active coverage by his news website of a shootout
between siloviki and gunmen in Grozny in December 2016 and the ensuing events. Shvedov himself
regards Daudov’s post as a threat not only against him personally but against all journalists working
in Chechnya21.
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The cause célèbre of 2016 was the attack on a bus of the Committee for the Prevention of Torture
Joint Mobile Group at the border between Ingushetia and Chechnya on 9 March22. Apart from
human rights activists, journalists Øystein Windstad of Ny Tid and Lena Maria Persson-Löfgren of
Swedish Radio, Mediazona correspondent Egor Skovoroda, journalist Aleksandrina Elagina of New
Times, blogger Mikhail Solunin and the Kommersant correspondent in Nizhny Novgorod Anton
Prusakov* were also on the bus. The unidentified thugs dragged everybody out of the bus and beat
them brutally, and then set the bus on fire together with the journalists’ personal belongings and
equipment. On the day of the attack and on its eve, the Joint Mobile Group vehicle was followed by
a car with Chechen licence plates. According to lawyer Andrei Sabinin, who represents the victims,
the investigation has not produced any results so far, and the investigator is unreachable by phone.
On 27 April, in Ramenskoye in Moscow Region, police officials apprehended and beat civic activist
Yan Katelevsky, who tried to videotape an unlawful parking lot organized opposite the police
department building23.
Typically, in the past year in the cases when the assailants were identified, they most often proved to
be not only policemen but also security guards of State-owned enterprises, members of paramilitary
organizations, as well as avowed participants in ‘pro-Kremlin’ movements.
Thus, on 28 April in Moscow, members of the National Liberation Movement (NOD) attacked the
participants and guests at an award ceremony for the finalists of a school competition held by the
International Memorial Society. The activists shouted insults and doused some participants in the
event and journalists with dark green antiseptic embrocation and ammonium hydroxide. One of the
attackers hit Meduza correspondent Daniil Turovsky24. On 11 December, another NOD activist
punched several times Kommersant correspondent David Frenkel, who was photographing an
unauthorized LGBT action. The policemen who were present at the attack ignored the assault but
detained the journalist himself and took him to the police department, where he was brutalized yet
again, this time by an emergency medical service team called by the policemen25. Subsequently, the
police refused to institute a criminal case in connection with either instance, having determined that
they did not satisfy the constituent elements of a criminal offence.
* Ny Tid and Kommersant are published on paper, Swedish Radio broadcasts, and all three have online versions as well. Mediazona
and New Times are online media.
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On 17 May in Anapa, several dozen people, including Cossacks, attacked associates of the AntiCorruption Foundation and Dozhd TV journalist Artyom Torchinsky. According to eyewitness
accounts, Torchinsky was viciously kicked while police video-taped the incident and did not
intervene before the journalist was thrown to the ground26. We should note that Cossack organizations
are financed by the budget within the framework of targeted programmes27, and their members are
recruited to government service and often perform public order protection functions28.
On 10 December, on the Ussuriysk Ring Road, a person who identified himself as a Gazprom security
guard detained the correspondents of the VL.ru portal, confiscated their telephone and, after that, the
security guards locked up the journalists in the guard room29.
Pro-government activists were also subjected to violence. Aleksandr Nikishin, a NOD activist and
stringer of the Novorossia News Agency, was beaten in Saratov on 11 April. In his opinion, the
attack was prompted by an article he had published shortly before that about the beating of a detainee
in one of the city’s police departments30.
On 19 April in Rostov-on-Don, a funeral wreath with a message reading “to Elena Petrovna from her
business buddies” was slipped under the door of the home of the 1rnd.ru portal chief editor Elena
Dorovskhih31.

Criminal Prosecution
In 2015 we first recorded a steep increase in the number of actual imprisonment sentences: at least
18 people were given terms ranging from several months to five years. This trend persisted in 2016,
with an increase in both the total number of cases of bringing people to criminal responsibility or a
credible risk of being charged (298)* and in the number of custodial sentences passed for online
activity (29).
* It should be noted that this category also includes cases of questioning in a witness capacity, search and performance of other
investigative steps with regard to persons who were not formally charged, if there is reason to believe that they can be subsequently
brought to criminal responsibility.
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Besides this, involuntary medical treatment was ordered for three users. The average prison term
meted out in 2016 was a little over 2 years (in 2015 judges sentenced such defendants to 2.5 years
imprisonment on the average), and the total period of punishments handed out in 29 criminal cases
was 59 years.
Moreover, in extremism cases the investigative authorities actively engage in plea bargaining with
the accused. Having extended the practice of actual imprisonment in previous years, the law
enforcement system secured a very weighty argument, offering the accused to plead guilty or to waive
an appeal of a conviction in exchange for a non-custodial sentence.

The total period of punishments handed out in 29 criminal cases
was 59 years

Besides this, we find that the risk of a criminal case being instituted and an actual imprisonment
sentence being pronounced increases substantially if the case comes under one of the leading
information campaigns in the country.
Thus, the three best known criminal cases ending in actual imprisonment last year (of blogger Alexei
Kungurov, kindergarten attendant Yevgeniya Chudnovets and electrical engineer Andrei Bubeev)
epitomized the three major government campaigns in recent years: the Syrian campaign, the
Crimean campaign, and the child protection campaign. At that, all three sentences were
apparently passed for publications and statements expressing an opinion on publicly relevant issues
and are undoubtedly protected by the freedom of speech guarantees enshrined in the Constitution as
well as in the European Convention on Human Rights.
In Tyumen, journalist and blogger Alexei Kungurov was sentenced under Part One of Article 205.2
of the Criminal Code of the Russian Federation (public justification of terrorism) to two years’
imprisonment in a settlement colony for publishing in his LiveJournal blog a post entitled ‘Who are
the real targets of the air strikes of Putin’s falcons’, in which he sharply criticized the actions of the
Russian armed forces in Syria32.
Incidentally, several weeks before Kungurov, Anton Nosik was sentenced in Moscow for
publications on the subject of Syria, having been found guilty under Part One of Article 282 of the
Criminal Code of the Russian Federation (incitement of enmity on the basis of nationality).
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Unlike Kungurov, Nosik emotionally and emphatically endorsed Russia’s actions in the Middle East,
appealing that ‘Syria must be wiped off the face of the earth’, and was sentenced to a fine33.
After Russia entered the Syrian armed conflict on the side of Bashar al-Assad in September 2015,
there was an increase in the number of criminal cases on charges of public calls for the commission
of terrorist activity or public justification of terrorism (Article 205.2 of the Criminal Code of the
Russian Federation). That article was inserted in the Criminal Code in 2006, but had since been
applied rather rarely, at least regarding the Internet*. Thus, in 2015 our monitoring recorded just one
conviction under that article: Moscow resident Igor Puzanov was sentenced to 9 years’ imprisonment
but, first, his case was about armed struggle against the “ruling regime”, secondly, Puzanov did
attempt to prepare explosive devices and, thirdly, he had previously been sentenced to 3.5 years’
imprisonment and the new sentence was handed out taking into consideration his conviction record34.
Before that, the best known person convicted in a case of justification of terrorism was Boris
Stomakhin, who is currently serving a lengthy prison sentence.
In 2016 we already recorded seven criminal cases, in five of which (including the Kungurov case)
sentences were handed out and, moreover, in four of these cases the defendants were given actual
prison terms. In early February 2017 in Tatarstan, a military court imposed a fine on Ramil Ibragimov,
who shared on Instagram his delight in the shooting of visitors at the gay nightclub in Orlando35.
While those discussing the Syrian question risk being charged with calling for the commission of
terrorism, the critics of Russia’s policy towards Ukraine may face a charge of separatism.
In Tver, Andrei Bubeev was sentenced to 2 years’ imprisonment in a settlement colony under Part
Two of Article 280 of the Criminal Code of the Russian Federation (public appeals for the
performance of extremist activity) and Part Two of Article 280.1 of the Criminal Code of the Russian
Federation (public appeals for a breach of the territorial integrity of the Russian Federation) for
posting in VKontakte an image of a toothpaste tube captioned ‘Squeeze the Russia Out of Yourself”
and for reposting an article by Boris Stomakhin entitled ‘Crimea Is Ukraine’36.
* According to statistics of the Judicial Department at the Supreme Court of the Russian Federation, 17 persons were sentenced under
Part One and Part Two of Article 205.2 of the Criminal Code of the Russian Federation in the first half of 2016, 34 persons in 2015,
and 12 persons in 2014. The divergence between this information and the data of our monitoring is due to the fact that we record only
the cases related to online activity and, besides this, most cases in this category are not public.
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In general, Article 280.1, which was inserted in the Criminal Code on 9 May 2014, several weeks
after the ‘recovery of Crimea’, was undoubtedly intended, above all, to intimidate and punish those
who dissented from such interpretation and regarded what had happened as an annexation and an act
of aggression against an independent State. Moreover, the article was amended soon after its entry
into force. The maximum sentence was raised from three to four years, which already qualified the
act as a crime of medium gravity, increasing the limitation period for bringing persons to criminal
responsibility, making possible the pre-trial detention in custody of the accused, as well as the more
confident handing out of actual imprisonment.
Of the 15 cases about calls for separatism that are known so far, 8 cases concerned the status of
Crimea, and one case each was about Karelia, Siberia and Ural, integral Mongolia, Chechnya, the
Komi Republic, Kuban and Kaliningrad Region37.
Seven sentences38 were pronounced by the beginning of 2017. Tatar nationalist Rafis Kashapov, who
spoke up against the illegality of the incorporation of Crimea into Russia and the ensuing violations
of Crimean Tatars’ rights, continues to serve his sentence39. Darya Polyudova40, who was convicted
for picketing against the war with Ukraine and for organizing a ‘Kuban Federalization March’, was
denied a conditional early release in August.
Regrettably, the amendments to Decree No 11 of 28 June 2011 of the Plenum of the Supreme Court
of the Russian Federation ‘On the Case-Law in Criminal Cases for Offences of an Extremist
Nature’41, published in November 2016, did not live up to the expectations placed on them. The only
thing that the Supreme Court ventured to do was hint at the need to hand out sentences taking into
consideration the context, form and content of the publications, the presence of comments, and the
relationship between the person and the material posted by him or her.
On the other hand, the practice of bringing to responsibility for incitement of enmity to ‘government
officials’, ‘police officers’ and other such social groups is being re-adopted at a rapid pace after it was
abandoned following the first ‘extremism’ decree of the Supreme Court Plenum.
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Thus, in Tatarstan the leader of the Altyn Urda Tatar Patriotic Front Danis Safargali was charged
with extremism on account of a publication ‘characterizing in negative terms persons belonging to
the following social groups: president of the Russian Federation, government authorities of the
Russian Federation, mass media42’. In Saint Petersburg, right-wing activist Dina Garina was brought
to criminal responsibility for incitement of enmity to ‘officers of Centre E’ [the General
Administration for Combating Extremism at the Russian Ministry of Internal Affairs]43. In Vologda,
a charge of abasement of the dignity of the social group of ‘police officers’ was brought against the
member of the Central Council of the opposition Progress Party Evgeny Domozhirov. On his
website, he posted a strongly worded reaction to the Vologda police who searched his home and
manhandled his mother.
Besides this, it transpired in June that Russia had not complied with the recommendations of the
European Commission against Racism and Intolerance, formulated back in 2013, about the need to
revise the definition of extremism. The Commission found in its report that Russian legislation had
since been amended several times, ‘mainly by adding new offences and increasing penalties’44.
In its report, the SOVA Center for Information and Analysis also notes the rapidly growing number
of sentences in extremism cases for ‘mere words’, including ‘an increasingly visible and significant
percentage of such handed down for statements that ran contrary to the letter of the law, but posed no
significant public hazard’45.
An analysis of the practice of criminal prosecution ‘for mere words’ shows that this practice is
apparently divided into two groups: cases about extremist statements and cases about justification of,
or calls for, terrorism. These groups are distinguished, first, in terms of the persons predominantly
involved: as a rule, the first group includes political and civic activists holding Right and Liberal
views, whereas the second group comprises Muslims who identify themselves with religious
tendencies that are not recognized by the Muslims’ spiritual leaderships. The second distinguishing
feature between these groups is the qualification of the acts committed: the statements in the first
group are qualified as crimes against the constitutional system under Articles 280 and 282 of the
Criminal Code of the Russian Federation, and those in the second group are qualified as crimes
against public security under Article 205.2 of the Criminal Code of the Russian Federation.
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Thirdly, the two groups differ in terms of the bodies competent to investigate and hear the cases.
Extremism cases are investigated by the Investigative Committee and are examined by courts of
general jurisdiction, whereas terrorism cases are investigated by the FSB and are tried by military
courts.
The third public campaign heightening online risks: protection of children against sundry threats, is
chronologically the earliest. Back in 2012, the authorities used precisely the need to protect children
as a pretext for the adoption of the first laws blocking websites, prohibiting LGBT propaganda,
requiring an identification of users of public Internet access points and a lot more.
Yevgeniya Chudnovets, a resident of Kataysk (Kurgan Region), was sentenced to 6 months’
imprisonment under the provision criminalizing the distribution of pornographic pictures of minors
(Part Two of Article 242.1 of the Criminal Code of the Russian Federation). The charge was
occasioned by a repost of a 3-second video of a naked child in her closed VKontakte group.
Chudnovets, who found that video in the social network, explained that she had reposted it in the
group in order to draw attention to a possible abuse of the child in a summer camp46. After the case
provoked a major public outcry, the sentence was appealed not only by the defence but also by the
prosecution, which requested a non-custodial sentence for Chudnovets. Despite that, the appellate
court reduced the term of imprisonment by just 1 month.
In addition to the Chudnovets case and the cases of an extremist nature listed above, in 2016 we
recorded seven cases about slander involving both bloggers and journalists criticizing the authorities.
However, on the whole, just as before, the overwhelming majority of criminal cases in our monitoring
concern far-right statements, as well as calls for violence, most of which do not qualify for protection
by freedom of speech guarantees. Hate speech has always been and remains a major source of caselaw in anti-extremism cases. Indeed, just as before, only isolated criminal cases are politically
motivated, even though their number continues to rise.
Thus, according to data of the Memorial Human Rights Center, which published the latest update of
its list of political prisoners in the autumn of 2016, the number of people persecuted for political
reasons doubled compared to 2015 and reached 102 persons. Almost half of them (50 persons) were
deprived of liberty on account of their religious beliefs47.
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Regulation
After a relative decline in 2015, the various proposals for Internet regulation doubled in number to
97 during the past year. The absolute majority of bills and motions concerned the imposition of new
restrictions on the distribution of information, increasing the responsibility of users and facilitating
citizens’ surveillance. The only attempt to allow something on the Net was a bill on licensing the
online sale of alcoholic beverages, but it, too, was withdrawn from consideration.
Amendments to an entire series of legislative acts, which came to be informally known as ‘the
Yarovaya Package’, entered into force on 6 July. Under the pretext of combating terrorism, Russian
communications operators, as well as Internet service providers were obliged, starting 1 July 2018,
to store the full content of users’ online correspondence, including text and other messages, for six
months, while metadata must be stored for three years. Besides this, all online service providers which
use encryption must provide the Federal Security Service with information necessary for the decoding
of encrypted data. The law was enacted despite unprecedented protests by citizens and Internet
business representatives, who argued that it gravely violated the Constitution and imposed colossal
costs on the providers that would ultimately be passed on to users. Considering the widespread use
by the Russian authorities of methods and technologies for surveillance of political and civic
activists48, even a partial implementation of the ‘Yarovaya Package’ provisions would deal a serious
blow to civil society, providing the special services with even more diverse options for politically
motivated persecution.
Building on the provisions and ideas of the ‘Yarovaya Package’, members of the State Duma have
proposed the introduction of fines for service providers that refuse to provide the FSB with keys for
decoding user data. Beside this, the debate on the creation of a national SSL certificate and its coercive
installation on all popular browsers and operating systems was reactivated49.
Clerks became one of the groups that found themselves under especially tight control on the Net. In
previous years it was periodically reported that in certain regions they are forbidden from using
foreign ISPs. In 2016 the Ministry of Justice drafted a regulation obliging all civil servants to provide
their superiors with information about all their accounts and the website pages on which they publish
anything whatsoever.
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Draft legislation is at various stages of debate and adoption, imposing fines on communication
operators for failing to comply with demands to block information, fines on users for downloading
‘illegal’ content, criminalizing an insult of the feelings of Great Patriotic War veterans, prohibiting
advertisements on blocked websites, prohibiting foreigners from owning Internet traffic exchange
points, introducing compulsory identification of instant messaging users, prohibiting election
canvassing in online cinemas and introducing compulsory identification of online taxi booking
services in the Russian domain zone. Proposals have been made public for nationalizing big data50
and for prohibiting directly the publication of instructions on how to access blocked content.
On 5 December 2016, the President endorsed a new Information Security Doctrine, identifying the
following main sources of cyberspace threats against Russia according to the Russian authorities: the
possibility for cross-border information exchange, the use by foreign intelligence services of the
Internet to exert ‘informational-psychological influence’ aimed at the destabilization of the domestic
and social situation, as well as an increase of materials in foreign media containing biased assessments
of the State policies of the Russian Federation51. Apparently, precisely this view will be underlying
the key approaches to Internet regulation in the coming years.

Summary
Over the last five years, Russia’s entire policy towards the Internet has been in fact characterized by
the words ‘attack’, ‘campaign’, ‘enemies’, and has practically turned unto a military campaign against
the free RuNet. Under the circumstances, Internet came to be perceived by the Russian authorities as
a theatre of war both within and without the country.
Terms like ‘cyber espionage’, ‘cyber warfare’ and ‘cyber attacks’ have gained currency in the foreign
political discourse. Russian diplomats have started accusing foreign States of organizing and
sponsoring such actions. Russia’s FSB even reported the suppression of 70 million (!) cyber attacks
on information networks in 2016. During the year, the State security authorities announced that a
number of leading bank institutions had been unsuccessfully targeted by Internet saboteurs.
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Along with that, foreign States and international organizations have started reporting an involvement
of the Russian authorities in hacking attacks on their servers. Such announcements have come from
the OSCE, the World Anti-Doping Agency, Poland’s Foreign Ministry, the German Parliament,
NATO structures, and the French television channel TV5Monde.
Inside the country, residents have gradually found themselves in the rear of a State waging war in
cyberspace, where a state of martial law is practically in force, with tight censorship and harsh
reaction to any dissent, where even the most innocuous criticism of superiors or an attempt to
challenge the actions of the leadership is perceived as an armed attack. Ordinary engineers and
security guards at an asphalt concrete plant go on trial for statements about the situation on the
Ukrainian and the Syrian fronts, for Internet correspondence with the enemy and for criticizing
Russian siloviki.
All this invites the obvious conclusion that RuNet has been placed on a war footing.

Damir GAINUTDINOV
PhD (Law),
Legal Analyst of
AGORA International,
Member of the Internet Users Association

Pavel CHIKOV
PhD (Law),
Head of AGORA International,
Member of the Russian Federation’s Presidential Council
on Development of Civil Society and Human Rights

Non-governmental Report of AGORA International
Internet Freedom 2016: On a War Footing

The International Human Rights Group AGORA brings together several dozen lawyers from different
countries specializing in legal protection of civil liberties in the post-Soviet space.

Previous reports:
Internet Freedom 2015: Triumph of Censorship
https://meduza.io/static/internet_freedom/АГОРА.-Свобода-интернета-2015.pdf
Internet Freedom 2014: The Authorities Leave the Internet No Choice
http://freerunet.ru/runet-freedom2014/
Internet Freedom 2013: Attack of the Guardians
http://mhg-monitoring.org/sites/default/files/files/internet-2013-agora.pdf
Internet Freedom 2012: Russia – a Global Threat to Internet Freedom
http://www.ihahr-nis.org/sites/default/files/files/agora_internet_2012.pdf
Internet Non-Freedom (2008-2011)
http://hro.org/files/openinform_313.pdf
Cover: CYBERTHREAT REAL-TIME MAP, a screenshot from the Kaspersky Lab Closed Joint-Stock Company website,
https://cybermap.kaspersky.com/

