Russian Whistleblowers 2018
The publication of Agora’s previous report (The Hundred Russian Whistleblowers) in
late 2017 closely coincided with the launch of a legislative initiative brought forth by
the Russian Government and aimed at affording protection to ‘persons who report
corruptive offenses’. The proposed amendments to the Russian Anticorruption Act
sought to protect whistleblowers at least in the anticorruption domain. In one year
though, the amendments barely made it through first reading and then stalled helplessly
in various Parliamentary offices. Withal, according to comments from the Legal
Department of the Duma, the persons to whom protection is to be afforded already
enjoy the same standard of protection under the existing Article 9 of the said
Anticorruption Act1.
In contrast, MPs have been much more energetic in discussing a prohibition for military
personnel to publish in mass media and in the internet information related to their
service duties or activities. The bill, which was submitted in September this year, easily
cleared the first hurdle and is now hasting to second reading2.
The evident difference of the velocity by which the various initiatives move through
the legislative pipeline is a true reflection of an established trend: the authorities appear
to be much more keen to seal off potential loopholes through which sensitive
information may leak rather than protect citizens who generate ‘leaks’ – even for
purposes that are presumably in the best interest of the State, as fight against corruption
is supposed to be.
Nonetheless, the lack of legislative regulations has not at all affected the activities of
those who the authors of this reports assign to the whistleblower community. Brought
to despair or tired of arbitrariness, conscientious citizens continue to actively use
internet and media outlets for public demarches, and are often willing to resort to
available regulatory mechanisms such as reports, letters and applications.
The present report is based on the results from our monitoring after November 2017
and on the outcomes of the work carried out by Agora International in defending
whistleblowers. In the period under consideration we identified 48 whistleblowing
situations, some of which had occurred before but emerged now. We have also looked
at some consequences that came with a time lag as a result of which heroes in last
year’s list were hit only recently.

1 http://sozd.parliament.gov.ru/bill/286313-7
2 http://sozd.parliament.gov.ru/bill/546450-7

Growing discontent
The number of whistleblowing cases has increased. Most of these cases are reported by
citizens living in the Central and Southern Federal Districts wherein Moscow and
Krasnodar region are at the top of the list (with nine and five reports, respectively). The
discontent is not so evident in the Far East and North Caucasus, and has been much
muted in the Northwestern District.
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Similar to the previous period, more than half of the whistleblowing cases came from
the educational, healthcare and police sectors. Of late, educators have voiced their
concerns more often than other professions (12 cases): low wages, difficult working
conditions, substandard school environments/equipment and perception of one’s own
helplessness have prompted otherwise quiet teachers to loudly expose these problems
to the broad public.
One cannot say that police officers have calmed down, either (seven reports). Video
footage and testimony showing the appalling situation of seconded officers triggered
stormy responses in the summer of 2018. Police officers posted in cities which hosted
World Football Cup games complained about living conditions, poor food, heavy
workload and lack of appropriate rest.3
3 https://www.bbc.com/russian/features-44162334

Healthcare workers have been equally active – layoffs and closure of healthcare
facilities under the pretext of ‘optimisation’ have elicited indignation not only among
patients. In Kurgan region for example, in 2017–2018 sanitary staff in at least three
hospitals complained independently about salary cuts, while the authorities used the
transition to a new ‘sectoral standard’ as an excuse.4
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Employers essentially in all sectors are not immune to dissent publicly voiced by their
employees. Strict prohibitions or severe reprisals against the disobedient have been of
little use. In extreme cases, whistleblowers who are afraid of repressions resort to the
dissemination of anonymous information. In one of those anonymous cases,
complaints about harassment were heard from women contractors serving in military
units.5
However, anonymity does nowise guarantee safety to whistleblowers, because
employers continue to respond nervously to each breach of the ‘code of silence’ and
their first preoccupation is to target the troublemaker rather than address the root cause.
In parenthesis, this is exactly what happened to police officers seconded to secure the
public order during World Cup 2018: in the matter of two days the commanders
decided to dismiss the author of the video clip and the officer who posted it in the
internet.
4 https://ura.news/news/1052317170
5 https://www.novayagazeta.ru/articles/2018/03/10/75751-zheny-voennyh-vynosyat-sor-iz-kazarm

The unlimited capabilities of the Worldwide Web facilitate the successful transmission
of information. In our estimates, the vast majority of whistleblowers disseminate their
grievances either directly in the Web or through mass media. We will highlight a few
cases where protesters resort to public action such as sole picketing (public vigil) or
hunger strike.
Thus, in November last year Alfred Zaynishev, a teaching professor at Chelyabinsk
University, stood in a picketing action demanding a pay rise. His poster read ‘I want to
eat! Grandpa Lenin, wake up and come to help!’, which a police officer found sufficient
to hold the professor liable for an administrative offense.6 In court however, where the
protester was defended by Agora’s lawyer Andrey Lepekhin, the charges was
dismissed for lack of the elements of the offense. The president of the university also
withdrew the action filed against the professor for undermining the business reputation
of the university.
The methods used by whistleblowers to expose irregularities
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By ‘internal arrangements’ the authors of this report mean various tips, complaints and
submissions either circulated within the organisation or addressed to a superior
institution. While the covert nature of these cases makes it impossible to identify all
similar instances, our research revealed that in the past year the use of internal
arrangements has more than doubled.
6 https://www.svoboda.org/a/29375528.html

But even these seemingly safe and lawful methods would not shield whistleblowers
from persecution. Employers are equally vengeful to those who submit grievances to
the Government and those who dare splash out their anguish in YouTube. Big bosses
rely on the good old arsenals, in particular dismissal under any pretext. Whistleblowers
are systematically confronted with criminal or administrative proceedings, defamation
claims or intimidations, and sometimes with unsophisticated combinations of these
pressures.
The consequences faced by whistleblowers
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Dismissal is the most common and expeditious measure against ‘offenders’. A
whistleblower can be dismissed at his or her ‘own request’ or under a variety or
pretexts.
One such example is Lyubov Merkulova, an assistance prosecutor in Volgograd
district. She was fired for ‘behaviour which dishonours prosecution workers’, namely
for letting an external person attend an inspection she was carrying out. In the course
of her inspection Merkulova exposed serious irregularities in a regional hospital, such
as false records, ‘dead souls’, or destruction of expensive vaccines paid by the
government.7 The prosecutor was basically unable to instigate liability proceedings
against the responsible individuals, however she herself became the target of internal
investigations which ended in her dismissal for ‘discrediting’ the prosecution service.
All national courts, including the Supreme Court, upheld the decision of the
prosecution service and rejected her petition for reinstatement in office. In the end of
the day Merkulova sought justice at the European Court of Human Rights where she is
supported by Damir Gainutdinov, legal analyst at Agora International.
7 https://pasmi.ru/archive/201614/

In Tula district, Alexei Yermakov, a young officer of the Federal Penitentiary Service
(FSIN), uncovered trafficking of drugs, alcohol and mobile telephones at a correctional
facility, and accordingly reported these findings to his superiors. In the aftermath,
following a very distorted disciplinary procedure for use of cannabinoids Yermakov
was ‘fired for cause’.8
Not infrequently, people run into trouble in purely laughable circumstances. In July
2018 Svetlana Kornaukhova, a history teacher, posted in a social media network some
skeptical comments to a news brief related to the presentation of awards to members
of the Young Army movement. Almost instantly, the administration of Svetlana’s high
school told her she was fired as a teacher, but offered her alternative employment at
the school, and even gave her several choices: she could become a janitor, wardrobe
assistant or manual worker.9
Trade union leaders who actively defend the interests of their fellow workers are not
spared from persecution, either. Two trade unionists in Moscow – Maxim Balashov, a
mathematics professor at the Moscow Institute of Physics and Technology, and Vadim
Tarnoshinsky, a driver at the Russian President’s vehicle fleet, were leaders of their
trade union organisations, they fought actively for workers’ rights, and were dismissed
under various pretexts. Prof. Balashov, who is a Doctor of Physics and Mathematics,
was also reproached for an interview he gave to the ‘hostile Radio Liberty’.10
In fact, the administrators kept denying that the dismissals had something to do with
the activists’ trade union work, because the Russian legislation provides explicit
safeguards aimed at protecting trade unionists. The Trade Unions Act (Federal Act No
10-FZ) contains a whole chapter with provisions which shield trade unionists from
arbitrary measures or dismissals. But even these provisions cannot prevent harassment.
Prof. Balashov for example was fired because he did not win a competitive procedure
for a vacant position. Tarnoshinsky was fired for ‘distracting other drivers with trade
union talk’. Essentially, the administration of the vehicle fleet breached the Trade
Unions Act and this helped Tarnoshinsky get his job back – in October 2018 the City
Court of Moscow held in an appellate ruling that the measures taken by the employer
were unlawful.11

8 https://mbk.today/region/bychok-na/
9 https://www.znak.com/2018-07-13/v_murmanske_uchitelnicu_istorii_uvolili_za_kommentariy_pro_yunarmiyu
10 https://meduza.io/feature/2018/06/27/iz-mfti-uhodit-professor-maksim-balashov-chleny-uchenogo-sovetaobvinili-ego-v-chrezmernoy-profsoyuznoy-aktivnosti
11 http://unionsrussia.ru/Activities/EventsInOrganizations/mosgorsud-vosstanovil-nezakonnouvolennogo- predsedatelya

Successful defense
Some truth seekers though have managed to defend their rights and even bring the
whole matter to a successful outcome. This holds especially true in disputes related to
the harassment of educators.
Thus, in December 2017 Elena Nosova, elementary school teacher in Sochi, published
in social media a video depicting a weary Math classroom: broken chairs and doors,
crumbling walls and dilapidated desks. The video instantly spread over the web, and
Elena instantly lost her job. But airings from central TV channels and multiple media
articles helped turn the fortunes in her favour. In the presence of the Governor of
Krasnodar region and the Mayor of Sochi, Nosova signed an amicable settlement
agreement with the administration of her school and the school itself was renovated.12
Another teacher, Anastasia Matiborskaya of High School No 90 in Kazan, was found
guilty for refusing to follow the orders of the school principal who wanted her to
convince the parents of her students that their kids should switch to instruction in Tatar
language. Accusations of insufficient qualification culminated in her dismissal.
Together with Andrey Suchkov, a lawyer at Agora International, the young school
teacher successful challenged her unlawful dismissal: the local court reinstated her in
employment and awarded compensation for the time of forced idleness. Indeed, later
on the High School refused to renew Anastasia’s employment contract for the new
school year.
While the secrets of successful defense remain unknown, it is evident that contributing
factors include wide public resonance, the strong case made by the whistleblower and
the vulnerability of the opponents’ position.
In the winter of 2018, workers at an aircraft plant in Taganrog sought explanations
about mysterious mass poisoning with thallium. For more than two months, the
workers were unable to get from their management and from the authorities reasonable
answers or have them conduct a serious investigation. But as the story ended up in
news articles and in social media, the authorities quickly opened a criminal
investigation and the plant manager briefed journalists. The ball kept rolling – in the
aftermath of talk shows on federal TV channels and publications in leading websites
the law enforcement authorities submitted the case the Investigative Committee of
Russia, the body of a deceased worker was exhumed for examination and the plant
began paying for the medical treatment of affected workers.13
12 http://kuban24.tv/item/v-sochi-uvolennaya-uchitel-nica-i-shkola-zaklyuchili-mirovoe-soglashenie-193831
13 https://tass.ru/proisshestviya/5181081

In the summer of 2018 Novaya Gazeta published a video showing violent torture of an
inmate at a correctional facility in Yaroslavl14. As a result, more than a dozen officers
of the Federal Penitentiary Service (FSIN) came under criminal investigations,
although investigators had seen the videotaped torture well before the publication, but
had refused to open an investigation. Lawyer Irina Biryukova, who had collected
important evidence, had to leave the country for some time because of threats, and later
obtained special protection from the government. Deputy Director of the FSIN
Anatoliy Rudiy explained however that the torture video, which had been captured by
the CCTV system of the facility, had been stolen away by an inmate.15
Victor Makarenko, an honorary teacher at Taganrog College, complained about low
salaries directly to the Head of the Russian Government (Medvedev), and was
immediately fired for ‘cumulative disciplinary offenses’. Following interventions by
peers, press and Medvedev in person, Makarenko was reinstated and the principal of
the college was asked to resign.16
Those familiar with The Hundred Russian Whistleblowers will remember the case of
Alexander Eyvazov. Now we can report what we believe to be the happy end of his
story. After a lengthy criminal investigation for ‘obstruction of justice’ and one year
spent at a pretrial detention facility (SIZO), the former judicial secretary was acquitted
by an appellate court and awarded the right of vindication.17 Besides the absurdity of
the charges, other factors contributed to the victory, in particular the unwavering
behaviour of the young lawyer and the skillful line of defense crafted by Team 29
headed by lawyer Ivan Pavlov.
Happy ends however are increasingly rare, and unhappy ends may not occur until after
a couple of years. Thus, two heroes of Agora’s previous report were put behind bars
only recently. Roman Khabarov, a local police inspector in Voronezh, revealed in mass
media stories about the ‘truncheon system’, torture and drugs at the Ministry of Interior
(MoI). That was seven years ago, and in November 2018 Khabarov was sentenced to
three and a half years of imprisonment in a standard-regime colony for ‘unlawful
organisation and management of gambling games’ (Article 171(2), points (a) and (b)
of the Russian Criminal Code).18
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https://www.kommersant.ru/doc/3793700

Another hero featured in the previous report, the head of Serpuhovo region Alexander
Shestun, made his first pubic whistleblowing appearances as early as in 2009.19 In April
2018 he recorded a new video exposing the use of undue pressures and intimidations
by high-level law enforcers and administrators, including members of the Federal
Security Service (FSB) and of the Presidential administration. He also added audio
records of conversations. Two months later he was arrested and placed in custody
following a series of searches in the framework of a criminal investigation for
exceeding his official powers. Right until now the confinement measure remains
unchanged and Shestun is still in the SIZO.20
Women rights
Allegations of sexual harassment at the Russian Duma (Parliament) deserve attention
as a story of its own merit. Journalists Yekaterina Kotrikadze, Darya Zhuk, Farida
Rustamova and others exposed arrogant and flagrant passes by MP Leonid Slutskoy.21
Despite multiple testimony and audio records, Slutskoy remained unmarred – the
Ethics Committee of the Duma did not find anything reproachable, while Slutskoy’s
peers suggested that the journalists should be penalized by revocation of their
accreditations. The ensuing media storm however confirmed that public support for the
women rights movement had gathered powerful momentum, despite the State’s
increasing emphasis on ‘traditional values’.
Further scandals, including rape of a policewoman serving as an investigator by her
superiors, followed by other #MeToo stories have demonstrated not only the deep
latency of these phenomena, but also the palpable public intolerance to such
behaviours.
Whistleblowers, both internal and external, have also played a key role in boosting the
fight against harassment at the workplace, domestic violence, and mutilation of the
genitals of young girls. Outstanding examples are the case of Slutskoy and the ‘female
circumcisions’ which, as mentioned in our previous report, triggered a very strong
public response following the impressive investigation of the Legal Initiative
organization.

19 https://lenta.ru/articles/2009/11/24/shestun/
20 https://snob.ru/news/161989
21 https://www.bbc.com/russian/features-43256768

External whistleblowers
They persecute not only ‘internal’ whistleblowers but also external ones, i.e. those who
collect and analyse information. And this is for a reason: external whistleblowers do
not show any signs of slowing down. The desperately boring agendas of Statesponsored mass media elicit an increasing demand for insider information about
political undercurrents and intrigues.
Moreover, as the nuts are being increasingly tightened across all sectors, including in
the area of information, the backlash effect generates even stronger public interest in
credible information, and makes the success of high-quality investigations even more
thunderous. Suffice it to recall the multi-faceted and thorough exposures of the
Anticorruption Fund (FBK) in respect of bureaucrats and propagandists. Further in this
vein, bitter reports about feckless officers of the military intelligence service (GRU)
not only went viral in mass media and brew all manner of folklore, but also triggered
a response from the highest level of government.
The meticulous and profound investigations of The Insider/Bellingcat into GRU
officers ‘Petrov’ and ‘Boshirov’ taught some lessons to other full-time trackers in
uniforms. References and documents, photocopies and extracts from registries,
explanations from indirect witnesses and convincing analysis of the collected evidence
– the impressive depth of this investigation deserves respect and trust. And the more
comical are the awkward attempts to whitewash the suspects, the more credible are the
Insider/Bellingcat allegations.22
Other important factors in the notional ‘whistleblower movement’ in Russia are social
media in general and telegram channels in particular. Genuinely conceived as a
counterweight to web-based mass media and facing various restrictions imposed by the
authorities, anonymous telegram channels are now actively publishing insider
information and various leaks. As a result, they have quickly gained popularity, while
the authorities try to de-anonymize and even prosecute them.
Thus, dozens of thousands of subscribers have anonymous channels about traffic
police, deputies in the Duma, police, the penitentiary authorities, the judiciary and
students in various universities. There are even public pages which expose the seamy
sides of multiple professions. One cannot assert that all of them publish true
information or facts, however the interest in any insider information about covert
institutions remains persistently high.
22 https://theins.ru/politika/117161

One of the most prominent communities, Police Ombudsman, is led by Vladimir
Vorontsov, a former operative of Э Centre. His VK wall has 207 thousand followers,
the overwhelming majority of which are active police officers. The wall publishes
documents and information about various violations of the employment, social and
professional rights of police officers, criticism of senior managers and alerts to whitecollar crimes. The public activity of the Ombudsman elicits extremely nervous
responses from the headquarters of the Interior Ministry. Attempts were made to open
criminal investigations on Vorontsov, and multiple defamation claims have been
lodged and are pending at courts. The main demand however is to block the
community’s website.
The culture of thematic channels and posts, including the guaranteed anonymity, makes
them perfect for whistleblowers to communicate certain facts and unlawful practices,
on one side, and for providing the broad public with much-needed information about
what is going on behind closed doors and tall fences, on the other side.
Successful campaigns like those presented above bring high-quality journalist
investigations back in fashion. More and more observers and reporters find this work
attractive, take training courses and gain experience. At the same time, the significance
and impact of the International Consortium of Investigative Journalists are growing.
As researchers are becoming increasingly savvy in operating with various registries
and technical data, the Russian authorities respond by activating a policy of tabooing.
High-precision strikes are executed through Roscomnadzor and court orders, as was
for example the famous investigation of Navalny on ‘Nastya Rybka’. When it comes
to all-round blanket prohibitions, the Duma steps in, for example to outlaw under goodlooking pretexts the bypassing of blocks by means of VPN23 or, as mentioned before,
prevent military personnel from making geo-tagged selfies with weaponry and military
equipment in the background.
Criminal prosecutions are among the most dangerous and oppressive methods of
cracking down on whistleblowers, including regional activists and journalists. It is also
important to note that there are growing risks associated with economic links between
whistleblowers and representatives of the authorities, and we have seen instances of
criminalization of these links.
23 https://www.vedomosti.ru/technology/news/2017/11/01/740155-vpn-anonimaizeri

The Sochi-based blogger Alexandr Valov has many publications on acutely sensitive
topics at both local and federal level. Winter Olympics, World Football Cup,
corruption, bureaucrats and judiciary biases are among the main targets of criticism in
his website. At the same time Volkov does some business by placing ads in his blog.
In January 2018 Volkov was detained and accused of extorting 300 000 Rubles
from Yuri Napso, Member of the Duma. According to the version of the defense, part
of the money was officially paid to the blogger by a businessman under an advertising
contract. Later it emerged that the businessman works on a pro bono basis as an
assistant of MP Napso.24 The sentence requested by the federal prosecutor is six years
and three months of imprisonment in a standard-regime colony.
The same method was applied in November 2018 in Yalta against journalist Alexey
Nazimov and MP Pavel Stepanchenko. The two of them were found guilty of extorting
money from representatives of the political party United Russia and sentenced to three
or four years of imprisonment. The court dismissed the arguments of the defense that
it was a clear case of provocation: it was the victims (recognized as members of the
local branch of the ruling party) who offered money to their ‘extortionists’ so that the
latter refrain from publishing negative materials.25
Similar approaches have been applied even before that at least to human rights activists
in Gelendzhik26 and bloggers in Samara27. Notably, all cases have been about handovers
or wire transfers of real money, not imaginary. Therefore, one can argue that an
established trend is in place and that financial transactions between independent
journalists/activists and entities orbiting around the government can be defined as
highly ‘toxic’.

Corporate irregularities
We will also stress that large corporations are very much on par with law enforcement
agencies or government institutions when it comes to punishing those who dare bring
garbage out of the cellar. The same methods of retaliation are used.
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https://www.kommersant.ru/doc/3030974

Alex Fek, a financial analyst for Sberbank CIB, wrote and sent to clients a report which
said that the true beneficiaries of Gazprom’s investment programmes for the
construction of pipelines to China are the building contractors rather the company’s
shareholders. The analyst was swiftly sacked for ‘breach of corporate ethics’.28
Anatoliy Mamaev, green activist and leader of the Civic Centre for Nuclear NonProliferation, died five days after the court ruled against him on an application for
protection of business reputation brought by Krasnoyarsk Ore Mining and Refining
Complex which is part of Rosatom. Earlier Mamaev had published an article with
evidence showing that the enterprise was breaching radiation safety norms and
poisoning the natural environment. The court held that the publication is defamatory
and ordered the website Proatom to remove the article.29
An astonishing row broke between Aeroflot and civic activist Mitya Aleshkovskiy after
the latter tweeted an order by which the CEO of Aeroflot prohibited the use by
employees of mobile phones or other devices with audio or video recording functions
during working hours. Thus, the public-private company, which has been under
permanent fire from its own workers (cabin attendants, Sheremetyevo trade union,
anonymous pilots), restricted the publication of inconvenient information. In retaliation
for the publication of the document and for the bitter comments that came with it,
Aeroflot canceled Aleshkovskiy’s bonus miles earned under the loyalty programme,
clearly showing how intolerant the company is to any criticism towards its managers
and how determined it is to apply punishment without delay.30
The social media platform VK also became implicated in what can be described as a
major corporate scandal. Multiple users have accused VK of collecting and disclosing
data to law enforcers in an uncontrolled manner. The case files of many criminal
prosecutions for reposts offer ample evidence that the platform cooperates closely with
the special services and supplies them with all types of information about its clients,
including personal data. The story evolved into a fully-fledged campaign with an
avalanche of complaints. The response from the platform was nothing short of
gibberish: one day VK would justify their acts as fully legitimate, and the next day we
would hear promises that from now on VK will be fully compliant with the legal
requirements.31
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***
Plummeting living standards, pressures from superior managers, and corruptive
practices across the board make desperate citizens increasingly willing to expose
institutional flaws and irregularities to the external world. The cohort of whistleblowers
is growing and their way of working has become (a) more pronounced and sharper,
e.g. in the form of picketing (vigils) and hunger strikes; (b) more united as they tend to
associate in groups; and (c) more professional as evidenced by the significantly
improved quality of investigations carried out by journalists. Often times their
exposures satisfy the strong demand of the broad public but dissatisfy the authorities
as they seek maximum covertness from public control.
The usual response to whistleblowers is harassment with tacit approval of – and even
with active support by – authorities and law enforcers. Institutions and corporations are
mounting their pressure on disloyal individuals. Persecutions may well continue for
years on end, while the advocates of truth are very seldom able to obtain justice or
reinstatement of previous status.
This backdrop only makes more evident the legislators’ reluctance to change the
existing order of things, regardless of the year-old draft legislation aimed at affording
minimum safeguards, though to a limited circle of individuals, namely those who report
corruptive offenses. Anyway, as the foregoing analysis suggests, even the existing legal
protections established for trade union leaders do not work. In this environment,
whistleblowers can only rely on their own strengths, on support from the broad public
and on professional legal defense.

Alexandr POPKOV
Lawyer, Agora International

Agora International Human Rights Group is an association of dozens of lawyers from
several countries specializing in the legal protection of civil liberties in the post-Soviet
space.

