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Internet freedom in 2013: Assault by the guards

“Internet is a Gift from God”

Pope Francis

This report deals with an overview of the abuse of the rights of Russian Internet
users  in  2013  and  is  based  on the  information obtained  through the  continuous
monitoring of the situation conducted by the AGORA Association for the last eight
years.

Same as before, while working on the report we proceeded from the assumption
that unrestricted access to the censorship-free Internet is a fundamental human right
and that it is the state that bears responsibility for guaranteeing that each individual
is free to share and receive information on the Web. This means, among other things,
first of all, that the state is to expend the efforts to make Internet easier to access
and, secondly, it must not interfere with the information-based relationship of the
people without excellent reasons. This principle is already captured in the legislation
of France, Spain, Finland and Estonia, and it was highlighted by German courts and
British ministers1.

During the past year, the Russian Internet (Runet) became faster and cheaper.
According to Yandex, the bitrate of a broadband Internet access grew significantly,
while the cost decreased 4 times. At the moment, 1 Mbps costs 26 Rubles as the
country average, while Moscow residents, for example, can use the Internet for 500
Rubles per month at the bitrate of 51 Mbps2. Definitely, this circumstance along with
the expansion of mobile devices influenced the increase of the number of users.
According to recent data by the Public Opinion Foundation, the share of the active
audience of Runet (the so-called “daily” audience, being the people that attend to the
Internet on a daily basis) amounts to 46% or 53.2 million people. Compared to 2012,
the growth rate amounted to 14%3.

As  of  December  31,  2013,  the  number  of  domain  names  registered  in  the
domain  zones  of  .ru,  .рф and  .su  was  5,716,3754,  which  exceeds  the  same
performance in 2012 by more than half a million.

1 See,  for  example:  Matt  Warman. The  Telegraph.  27  April  2013.  Web  access  could  be  a  human  right  //
http://www.telegraph.co.uk/technology/internet/10021724/Web-access-could-be-a-human-right.html

2 Development of the Internet in Russian regions // 
http://company.yandex.ru/researches/reports/2013/ya_internet_regions_2013.xml 

3 Internet in Russia: Dynamics of penetration. Autumn 2013 // http://fom.ru/SMI-i-internet/11288 
4 Russian Domains: // http://statdom.ru/ 

http://statdom.ru/
http://fom.ru/SMI-i-internet/11288
http://company.yandex.ru/researches/reports/2013/ya_internet_regions_2013.xml
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While in 2012 the daily audience of Yandex exceeded the same of the ORT
(Channel-1) TV channel, in 2013 the Dozhd Web-TV channel got ahead of Channel-
1 in terms of citedness for the first time and took the second position in the rating by
Medialogia following the Russia 24 TV channel5.

The Internet gradually wins the position of the main information source from
the television which is heavily controlled by the state. It means that the higher is the
penetration degree, the more the state is forced to crackdown and to enhance the
monitoring and repressions. In our previous report6,  we highlighted that the year
2012 was crucial for Runet that has began to be regarded as a serious threat for the
Putin’s  regime.  It  was  then when the regulative foundation  began to lay  for  the
simplified filtration and blocking of independent information sources.

 Obviously, the Russian authorities have staked on the control of the contents,
however, the users are not left unattended either at the same time. We have to state
that the situation with the Internet freedom in Russia worsened significantly during
the  past  year.  The  point  is  not  only  in  the  increased  absolute  numbers  of  the
violations. The general trend has revealed itself clearly - the enhancement of the
censorship and granting law-enforcement bodies with more and more authorities to
control the information space, expansion of the grounds for bringing users or web-
site owners to responsibility, more severe sanctions for carrier operators and service
provider for failure to response to officials’ instructions. 

As it was expected, during the past year Russia continued to exert efforts to
internationally  legalize  the  increasing repressions  within  the  country.  In  summer
2013, the President signed the Basis for the State Policy of the Russian Federation
for  the  Global  Information  Security  in  2013  -  2020;  this  document  defines  the
international promotion of the Russian initiatives for the Internet regulation as its
main priority.

Edward Snowden  -  an  agent  of  the  American  Intelligence  Agency  that  had
disclosed the information about the US National Security Agency performing a total
surveillance  on  citizens  of  many  countries  to  journalists  -  assisted  the  Russian
authorities, willingly or unwillingly. Snowden’s revelations ruined the myth that the
Internet control was in the sure hands of honest people. It has got clear that not only
conservative totalitarian regimes such as Russia or China endeavor to establish a
total control of the information flows but democratic governments too do not mind
keeping  track  of  their  citizens.  Supporters  of  the  “network  sovereignty”  have
obtained additional arguments that may be used to justify the enhancement of their
own control of the Web7.

5 Top-10 of the most cited TV channels. March 2013 // http://www.mlg.ru/ratings/federal_media/0/2013/3/ 
6 Russia - a global threat to Internet freedom. Non-governmental report // http://eliberator.ru/news/detail.php?

ID=21&sphrase_id=277 
7 See,  for  example0:  Konstantin  Benyumov.  Conspiracy  against  users.  Lenta.ru,  October  31,  2013  //

http://lenta.ru/columns/2013/10/31/icann/ 

http://lenta.ru/columns/2013/10/31/icann/
http://eliberator.ru/news/detail.php?ID=21&sphrase_id=277
http://eliberator.ru/news/detail.php?ID=21&sphrase_id=277
http://www.mlg.ru/ratings/federal_media/0/2013/3/


Non-governmental report

Internet is not merely a communication tool but also one of the most rapidly
growing and prospective  markets.  As highlighted  by the  authors  of  the research
“Runet  Economy in 2012 -  2013”,  the volume of  the  Internet  market  in  Russia
amounts to almost 850 Billion Rubles, that being 1.3% of the GDP. At the same
time, the share of the Internet-dependent markets is even greater being 4.3 Trillion
Ruble  (6.9%)8.  This  is  already  a  serious  business,  which  means  that  not  only
political but also economical considerations come into play when considering the
matters of controlling the Web. For example, during the past year, copyright holders
understood  the  environment  correctly  and  lobbied  the  adoption  of  the  law  on
protection  of  intellectual  rights  in  information  and  telecommunication  networks,
a.k.a. “Anti-Internet Law” or “Russian SOPA”.

In 2013, the AGORA Association recorded 1832 instances of  restricting the
Internet freedom in Russia in total, which is one and a half times as many as the
figure for the last year (1197). 

Type of restriction 2013 2012

Murder 1 -

Application of force 23 3

Proposals to regulate the Internet 75 49

Criminal prosecution 226 103

Administrative pressure 514 208

Access restriction 2369 609

Censorship (information ban) 624 124

Cyber-attacks 63 47

Civil lawsuits 37 26

Other 34 28

1832 1197

The  regional  distribution  of  the  violations  did  not  change  much  except  for
minor exceptions.  The most  number of violations — 180 — was again noted in
Moscow during the past year.

The performance of the following regions got worse significantly: Dagestan,
Republic of Altay, Volgograd Region, Vologda Region, Kostroma Region, Moscow
Region, Rostov Region, Ulyanovsk Region and Saint Petersburg. 

8 Runet economy research results // http://экономикарунета.рф/#release  
9 When calculating this  index,  we did not account  the blocks set  under the Unified register  of  forbidden sites.

Federal Service for Supervision in the Sphere of Telecom, Information Technologies and Mass Communications
(Roskomnadzor) reports that as of December 13, 2013 the Register contained 3361 entries, including 894 instances
of introduction of the IP address of the network resource.
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The situation improved notably in the following regions: Khakassia, Stavropol
Territories,  Khabarovsk  Territories,  Belgorod  Region,  Lipetsk  Region,  Nizhny
Novgorod Region, Novgorod Region, Samara Region, Smolensk Region, Tyumen
Region and Chelyabinsk Region.

As a rule, the amendment of the situation is related to the increase or decrease
in  the  number  of  blocked  web-sites,  as  it  happened,  for  example,  in  Stavropol
Territories or in Nizhny Novgorod Region. The fact of application of force affects
the rating of the region greatly.

Violent crimes against journalists of web-based mass media and Internet
activists

In  2013,  the  number  of  assaults  increased  drastically.  While  in  2012  three
people suffered, during the past year we noted 24 facts of violence or threats that
can be regarded as threats by violence. In 23 cases journalists suffered. In 6 cases
the attackers turned out to be police officers.

None of the assaults of the past years, including the attempted murder of the
journalist Oleg Kashin (2010) or the murder of the editor of the Dagestan newspaper
“Chernovik” Gadzhimurad Kamalov (2011) has been efficiently investigated by the
authorities. In cases of apprehension of journalists working at public events that are
often accompanied with violence on the part of police officers, it also very difficult
to bring the guilty to responsibility.

In the morning on July  9,  the deputy chief  editor  of  the republican weekly
newspaper  “Novoye  Delo”  and  correspondent  of  “Kavkazsky  Uzel”  Ahmednabi
Ahmednabiyev  was  shot  dead  near  his  house  in  Semender  village  (Dagestan).
Earlier he received threats several times, and on January 11th his car was shot at by
unidentified persons. 

On April 8th in Vologda, the chief editor of the Internet-portal “Position” Sergei
Kusheyev was beaten by police officers in the process of his apprehension. On May
9th,  correspondent  of  Grani.ru  Andrei  Novichkov  was  held  in  the  process  of
apprehension of participants of the people’s festival at Chistye Prudy in Moscow. It
was reported that his head was hit against a police van upon apprehension10. As a
reminder, under the similar circumstances in 2012, journalist Pavel Nikulin got a
head trauma when police officers hit his head against the steps of a police van.

Internet journalists also suffered when the public gathering in support of the
politician Aleksey Navalny in the center of Moscow on July 18th was dispersed. At
that  time,  Vitaly  Shushkevich  and  Masha  Gessen  complained  about  unjustified
application of force by the police. 

On October 13th, during the civil commotion in West Birulyovo (Moscow), an

10 Participants of a protest festival were held at Chistye Prudy // http://grani.ru/tags/police/m.214538.html 

http://grani.ru/tags/police/m.214538.html
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officer of the police task force hit the correspondent of the Dozhd TV-channel Timur
Olevsky with a club. At the same time, police officers applied force in attempt to
apprehend the journalist of the internet mass media “Russian Planet” Pavel Nikulin.

The authors of the report are not aware of a single fact when police officers
beating  journalists  were  brought  to  responsibility.  All  these  facts  create  the
impression of impunity and provoke new assaults. 

Criminal prosecution

The number of the cases of bringing to criminal liability for activities on the
Internet or publications in social networks increased more than two times (from 103
to 226). Same as before, the majority is composed of the cases on extremism articles
of the Criminal Code of the Russian Federation (280 and 282); however, the number
of applications of articles on insults of the authorities and defamation is growing.

The social network VKontakte is still a leader in terms of the number of the
users  brought  to  liability.  During  the  past  year,  not  less  than  30  criminal  cases
(compared to 50 in 2012) initiated were based on the facts of publications in this
social network. Users of the Odnoklassniki.ru received not less than 4 claims from
investigating  officers  (3  in  2012),  Facebook  — not  less  than 3  (none  in  2012),
MoyMir — 1 time (2 in 2012). Accounting of such facts is complicated because law-
enforcement bodies do not always specify the name of the social  network when
reporting on the accusation.

On  January  8th,  the  activist  Olga  Romanova  wrote  that  the  police  had
demanded an account from her regarding her publishing of a photo of a smoking
female police officer accompanied with an obscene remark11. Most probably, a pre-
investigation check was performed in her respect that did not result in the initiation
of criminal proceedings. 

On January 25th, the Investigative Department of the Investigative Committee
of the Russian Federation for the Republic of Karelia initiated criminal proceedings
against the chairman of the Youth Human Rights Group of Karelia Maxim Yefimov12

who was accused of  arousing of  religious enmity for  a publication of  an article
criticizing too-close cooperation of regional authorities with the Russian Orthodox
Church in the “Chas Nol” online newspaper.

Yefimov himself is forced to hide abroad at the moment due to the threat of his
placing to a mental hospital. In autumn of 2012, he was granted a political asylum in
Estonia.

11 http://lenta.ru/news/2013/01/08/romanova 
12 http://www.sova-center.ru/misuse/news/persecution/2013/01/d26292/ 

http://www.sova-center.ru/misuse/news/persecution/2013/01/d26292/
http://lenta.ru/news/2013/01/08/romanova
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On February 15th, Sovetsky District Court of Kazan sentenced Pavel Hotulev to
a fine of 100,000 Ruble for  making an post  in the Internet-forum “The Russian
language in Tatarstan schools” suggesting that studying of the Tatar language in the
schools of the Republic of Tatarstan should be voluntary13.

However,  it  should  be noted that  the majority  of  the criminal  cases for  the
publications of the Internet are related to nationalistic observations against certain
ethnic or religious groups. 

Administrative pressure

During the year 2013, there were 514 cases of users, web-site administrators
and providers being subjected to administrative sanctions, issuance of warnings or
cautions by the public prosecution or regional branches of Roskomnadzor (208 in
2012).

Such dramatic changes are related to the increased activities of Roskomnadzor
regarding the application of the “law on blacklists of websites”. As accounted by the
head  of  the  agency  Alexander  Zharov,  in  2013,  courts  held  429  decisions  on
subjecting carrier operators to administrative liability for their failure to block access
to information14. 

The liability for the violation of license provisions is provided for with part 3
Art.  14.1 of  the Code of Administrative Offenses of the Russian Federation that
states that corporate bodies can be fined for the amount of 30,000 to 40,000 Rubles.
The first company to be punished for such offense was a Moscow-based provider
Tefo in June 201315. 

However, traditional forms of the pressure have also been applied during the
year. Thus, on January 28th the public prosecution of Naberezhnye Chelny issued a
warning to the civil activist Raushan Valiullin for the inadmissibility of extremist
activities  due  to  the  publication  on  his  page  in  VKontakte  of  a  photo  collage
depicting “the country leaders of the Russian Federation wearing military uniform of
the Third Reich sporting Nazi symbols”. The ground for the warning was a letter
from the Department of the Federal Security Service informing the city prosecutor
that “the deliberateness of R.F.Valiullin’s actions in confirmed with his destructive
activities during the election campaigns of 2011-2012”16.

Bodies of  Roskomnadzor continued to issue warnings to editorial  offices of
mass media. Thus, not less than 4 editorials (Grani.ru, Obeschania.ru,  Sibkray.ru,
Polit.ru) have received warnings due the publication of the “Pussy Riot icon” - an
13 http://www.evening-kazan.ru/news/pavlu-hotulevu-vynesen-obvinitelnyy-prigovor.html 
14 http://rkn.gov.ru/news/rsoc/news23315.htm 
15 http://rkn.gov.ru/news/rsoc/news20277.htm 
16 http://openinform.ru/news/pursuit/20.02.2013/28079/ 

http://openinform.ru/news/pursuit/20.02.2013/28079/
http://rkn.gov.ru/news/rsoc/news20277.htm
http://rkn.gov.ru/news/rsoc/news23315.htm
http://www.evening-kazan.ru/news/pavlu-hotulevu-vynesen-obvinitelnyy-prigovor.html
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image forbidden for distribution by the court of Novosibirsk. It is indicative that the
editorials  received  the  warnings  well  before  the  respective  ruling  has  been
pronounced.

Internet-based mass media received several more warnings for the publication
of a video of Pussy Riot’s punk prayer in the Cathedral of Christ the Savior. Portals
Neva24.ru, KM.ru and information agencies New Region and Regions.ru suffered.
Due to the video being recognized as an extremist material, the group members filed
a  complaint  with  the  European  Human  Rights  Court.  The  Court  has  already
demanded that the Russian Government should provide their position on the subject
matter17.

 In October, a certificate of a large federal mass medium - Information Agency
Rosbalt - was revoked. Such ruling was adopted by the Moscow Municipal Court
upon an application of the Roskomnadzor. The grounds for the revoke were two
videos where experts found obscenities. In spite of the fact that the editorial of the
mass medium had removed the disputable video immediately, the court found the
registration certificate of the mass medium invalid.

Access restrictions and censorship

During  2013,  a  notable  redistribution  of  the  recorded  episodes  in  these
categories occurred. Formally, the instances of the access restriction became fewer
— 236 compared to 609 in 2012. The number of the censorship occurrence, on the
contrary, increased five rimes - from 124 to 624.

The above is explained with two circumstances.  First, due to the development
of the new procedure for blocking access to the forbidden information as established
by Article 15.1 of the Federal Law “On information, information technologies and
protection of the information” the authorities crossed over from direct demands to
carrier  operators or  registers of domain names to block access to websites or  to
terminate the delegation of domain names to introduction of addresses to the Unified
register of Internet resources with the information forbidden for distribution in the
Russian  Federation.  Secondly,  courts  began  to  issue  decisions  on recognition  of
certain information to be forbidden, such as extremist or insulting for the believers’
feeling more often.

As accounted by Roskomnadzor, at the moment the Unified register contains
3361  entries,  including  894  IP-addresses18.  Introduction  of  an  IP-address  to  the
Register means that all the websites placed on the server at the respective address
turn  out  to  be  blocked.  It  is  obvious  that  under  such  blocking  procedure  the

17 http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-139863#{%22itemid%22:[%22001-139863%22]} 
18 http://rkn.gov.ru/news/rsoc/news23138.htm 

      In the total table of violations we do not account  these facts as the contents of the Register is restricted
information  and the data can only be obtained from official press-releases by Roskomnadzor, and the total number
of  the  blocked  websites  can  only  be  approximated.  Nevertheless,  such  information  is  also  considered  when
assessing the general situation with the Internet freedom in Russia. 

http://rkn.gov.ru/news/rsoc/news23138.htm
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-139863
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resources that were not presented any claims end up as blocked too. As the law
provides for  a compulsory communication only to the owner of the website that
contains the forbidden information, good faith administrators, most probably, will
only come to know of the introduction of the address to the Register after they begin
to receive complaints from users.  According to the data  of the RosKomSvoboda
project,  at  the moment the blocking of the 894 network addresses results in that
35,498 websites are inaccessible for subscribers of Russian carrier operators19. That
said,  during the first  year  of  operation of the Register,  Roskomnadzor processed
more than 70,000 applications20.

The mechanism of the blocking access to the prohibited information, that was
initially  introduced  to  protect  children,  was  expanded  in  August  2013  to  cover
copyright-protected  items.  As  of  November,  47  websites  were  included  in  the
register of Internet resources with an illegal content. In this case, the mechanism of
the law application is the same as with the law “on protection of children”, that is,
service providers are obliged to block IP-addresses. It is indicative that independent
expert and authorities estimate the efficiency of application of this law differently
from the point of view of protection of business interests of copyright holders. Thus,
according to the research by Synovate Comcon company, after the law had entered
into  force  the  number  of  users  that  watched  pay-per-view  video  on  the  Web21.
However, the Minister of communications Nikiforov stated the number of consumer
of paid content increased by 30% by the end of 201322.

Moreover, the Federal list of extremist materials extended during the past year
as  it  was  added with  not  less  than 354 separate  materials,  pages  or  websites  in
whole. As of January 31st, 2014 the List contains 2201 entries.

In 2013, Twitter published the Transparency Report for the first time, which is
an open report on applications of governmental bodies requesting to disclose users’
data or to block certain information. As of June 30th, 2013, Russian authorities sent
17 requests to the administration of the service, upon which 4 accounts and 8 tweets
were blocked within the territory of Russia23. Notably, Russia became an absolute
leader in terms of the number of requests being followed by Brazil in the second
position (10 requests).

Cyber attacks

As Russian authorities have not exerted any efforts to investigate cyber attacks
against  websites  and  accounts  of  independent  mass  media,  non-governmental
organizations and activists during the past years, the increase in numbers of the
cyber attacks during the accounted year 63 instances (against 47 in 2012) can be

19 http://rublacklist.net/ 
20 http://tasstelecom.ru/news/one/25293 
21 http://www.vedomosti.ru/tech/news/21322031/antipiraty-nastupayut 
22 http://itar-tass.com/ekonomika/887915 
23 https://transparency.twitter.com/removal-requests/2013/jan-jun 

https://transparency.twitter.com/removal-requests/2013/jan-jun
http://itar-tass.com/ekonomika/887915
http://www.vedomosti.ru/tech/news/21322031/antipiraty-nastupayut
http://tasstelecom.ru/news/one/25293
http://rublacklist.net/
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considered as natural.

In 2013, botnets attacked not only independent Russian mass media. Thus, for
example, the website of the governmental TV channel Russia Today reported the
most powerful attack in its history on February 17th. The operability of the website
was restored in 6 hours only.

During the year, the following resources suffered the attacks: website of the
public political project Democrator.ru, Saint Petersburg-based new portals Zaks.ru
and Lenizdat.ru, website of the SOVA Center for Information and Analysis, website
of an independent municipal newspaper Zhukovskie Vesti, website of Moskovsky
Komsomolets  newspaper,  Murmansk  portal  bloger51.ru.  Traditional  ddos-attacks
aimed at Novaya Gazeta and Dozhd TV channel.

The last-year President’s Decree regarding vesting the Federal Security Service
(FSB) with the duties to prevent and to investigate hacker attacks against Internet
resources of the Russian Federation has not yet shown itself in the public space and
not actions  of  the FSB intended for  the investigation of  the above-mentioned or
other attacks have not been reported. The only known criminal cases that reached the
court  are  still  the  ddos-attack  against  the  Aeroflot  website  and  the  cases  of  the
Krasnoyarsk  hacker  activists  that  attacked  the  websites  of  the  President  and the
Government in May 2012. Thus, the last-year statement can be confirmed that legal
remedies are inefficient against hacker attacks and, therefore, it is necessary to pay
the maximum attention to technical means for the prevention of the attacks.

In the meantime, according to the data by the Kaspersky Laboratory, the year
2013 witnessed a 20-fold increase in the power of the ddos-attacks in the Runet.
Thus, the most powerful attacked known as of today was routed against the website
of Novaya Gazeta and its power amounted to 60 Gbps. The maximum power of the
attacked repelled in 2012 was 2.9 Gbps. At the same time, the technologies applied
by the trespassers change too24. On January 31st, 2014 Novaya Gazeta reported that
in  response  to  the  application  of  the  editorial  office  the  Chief  Investigative
Directorate of the Ministry of Interior  of Russia  for  the city of  Saint  Petersburg
initiated  criminal  proceedings  on  the  unauthorized  access  to  computerized
information25.

Proposals to regulate the Internet

The explosive growth of the interest in the regulation of the Internet that began
in 2012 (in 2011, there were only 5 such proposals) continued in 2013. During the
past  year,  we  recorded  75  various  proposals  regarding  regulatory  control  of
relations on the Internet (49 proposals in 2012).

The first initiative was pronounced by Patriarch Kirill on January 6 when he

24 http://therunet.com/news/1189-moschnost-ddos-atak-v-runete-vyrosla-v-20-raz 
25 http://www.novayagazeta.ru/news/304715.html 

http://www.novayagazeta.ru/news/304715.html
http://therunet.com/news/1189-moschnost-ddos-atak-v-runete-vyrosla-v-20-raz
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proposed to toughen the liability for offences against the believers’ feelings26. The
year was concluded with the draft law by Deputy Degtyarev who proposed that the
list of grounds for an extrajudicial blocking of websites with “the information on the
ways to commit a rape”27 introduced on December 25th.

All the recorded 75 proposals in one way or another are related to the expansion
of the list of grounds for restriction of access to information, or to toughening of the
liability  for  action  performed  on  the  Internet,  or  to  improvement  of  the  control
mechanisms for the information distribution and activities of users. 

Only two proposals dealing with an improvement of the user’ situation were
pronounced  last  year.  The  first  one  was  introduced  by  the  Chairman  of  the
Government Dmitry Medvedev who assigned the Ministry of communications with
the development of a range of measures intended to reduce the costs of connection
of households to broadband Internet28. The second one originates from the Chairman
of the Presidential Council for Civil Society and Human Rights Mikhail Fedotov
who pointed out the necessity of adoption of a unified international agreement on the
cyberspace29.

The most attention was stirred with the Federal Law of July 2nd, 2013 No. 187-
FZ “On introduction of amendments in the legislation of the Russian Federation on
the  matters  of  protection  of  intellectual  property  rights  in  information  and
telecommunication  networks”  that  establishes  the  mechanism  for  a  preliminary
blocking  of  access  to  websites  upon  applications  of  copyright  holders,  which
mechanism is practically extrajudicial as it operates without any court proceedings.
In spite of mass protests of users and representatives of the Web-based businrss,
including  Google,  Yandex  and  Mail.ru  Group,  the  law  was  adopted  with
amendments and sets forth the practice of blocking network addresses that results in
mass blocking of websites which, as assessed by experts, threatens the integrity and
operation of the Internet30.

Conclusions

Russia  has  preserved  the  status  of  one  of  the  main  promoters  of  the
conservative policy in the field of the Internet regulating on the international stage,
however  opting  the  relatively  mild  version  of  the  control,  that  is  obviously  the
filtering and blocking of the content rather than prosecution of certain users. At the
same time,  as  highlighted by the  chief  editor  of  the  website  Agentura.ru Andrei
Soldatov, while previously the authorities staked exclusively on technical filtration

26 http://newsru.com/religy/06jan2013/kirill.html 
27 http://asozd2.duma.gov.ru/main.nsf/%28Spravka%29?OpenAgent&RN=417093-6&02 
28 http://www.gazeta.ru/business/news/2013/01/21/n_2716929.shtml
29 http://tasstelecom.ru/news/one/26030 
30 http://raec.ru/times/detail/2625/ 
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facilities, now they count on the “binding effect” and self-censorship31.

 The disclosure of the information on the activities of the US special services
concerning the monitoring of the traffic and surveillance over users has reinforced
the position of supporters of the “network sovereignty”. It is indicative that such
situation is specific not only for Russia. The establishment of a global trend for the
enhanced control of the authorities over the Interned is noted in many countries. All
the participants of international conferences such as the International Forum for the
Internet Regulation held in October 2013 in Indonesia or the conference of civil
activists  in  Mexico  stated  unanimously  that  national  governments  justify  the
increased  pressure  on  the  independent  Internet  within  their  countries  with  the
necessity to combat spies.

During  the  year  2013,  the  Russian  authorities  laid  the  regulative  and  law-
enforcement foundation for the decrease of the Runet growth and development. It
will affect not only the users but the Internet-based business too. We can already
observe the most cautious ones to migrate to foreign jurisdictions. Thus, a Latvian
data-center operator DEAC has reported for two year in a row of a growing demand
for the lease of server equipment on the part of Russian consumers32. According to
the data by the Russian Domains service, in November 2013, 31.38% of domains in
the  .ru  zone  remained  discontinued33.  The  co-founder  of  Look  At  Media  Alexei
Ametov confirmed that many foreign host providers established Russian-speaking
help desks in expectation of  a rush of  Russian customers,  while website  owners
began to rapidly register domains in international zones of .com, .me, .tv or .net34.

The Internet community in general is to a large extent common to flexibility
and capability to bypass unjust restrictions. The users will gradually realize the risks
of behavior on the Internet and will begin using protective means such as encryption
software, anonymizers, and secure connections. We take the liberty to forecast a new
lap of the race of technologies, where the authorities will perfect their facilities for
tracing and filtration, while Internet activists will master more and more new means
for secure exchange of information and share their knowledge with inexperienced
users. 

Having actually ignored the petition in defense of the Internet and against the
law on arbitrary blocking that collected 100,000 signatures in a record-setting time,
and having allowed such characters as Sergei Zheleznyak, Elena Mizulina, Andrei
Lugovoy and Gennady Onishchenko to play the main part in the forming of the
legislative agenda, the authorities showed the Web users their absolute incapability
to negotiate, so it will be very difficult for them to gain the users’ trust in the future. 

Considering the results of the last year, we expect the extension of the practice
for  the  extrajudicial  blocking  of  information,  implementation  of  new  technical

31 http://medialeaks.ru/features/utechka_iz_zony_ru/ 
32 http://www.deac.lv/?object_id=16981 
33 http://statdom.ru/tld/ru/report/domainsrenewal/#10 
34 http://www.hopesandfears.com/hopesandfears/entrepreneurs/hf/121479-kto-zdes-vlast-pochemu-v-rossii-bolshe-

ne-poyavitsya-yandeks-i-vkontakte 
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facilities for control and tracing, as well as new attempts in the international stage to
reinforce the separation of the Internet to closed national segments in 2014.
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